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Abstract—Smart meters are becoming increasingly capable, transforming from passive
meters into local decision nodes that can include demand forecasting, appliance-level
inference, privacy-preserving learning, and demand-response support. This survey presents
edge-intelligent smart meters for personal energy management, covering on-device inference,
non-intrusive load monitoring (NILM), federated learning, privacy, local control, and meter—
gateway—cloud coordination. The review is oriented toward meter-side deployment, and
methods are evaluated based not only on prediction accuracy but also on memory footprint,
inference latency, communication overhead, explainability, cybersecurity, adaptation, and
user trust. The synthesis suggests that a layered architecture will be easiest to deploy in the
near term, with trusted sensing and lightweight inference at the meter, heavier learning and
user-friendly control at the gateway, and privacy-preserving aggregation and benchmarking in
the cloud. Key open problems are continuous personalization under embedded constraints,
secure federated NILM, and realistic meter-class benchmarking.

Keywords: Edge intelligence; Smart meters; NILM; Federated learning; Load
forecasting; Privacy; HEMS.
I. Introduction

Smart meters are important digital assets in modern power systems. They were originally
deployed for automated billing purposes but are currently used for electrical-variable
measurement, outage and power-quality event recording, as well as demand response and grid
operation. Meanwhile, customers’ premises are becoming flexible small-scale grids with the
addition of rooftop photovoltaic (PV) systems, batteries, heat pumps, electric vehicles (EVs),
and controllable appliances in the home. Effective personal energy management thus starts
with local and up-to-date information about energy use, appliance use, tariffs, comfort
requirements, and privacy preferences. With conventional architectures, data from the meters
are sent back to a utility or cloud-based platform, where they can be analyzed at a central
location. While this is appropriate for billing and longer-term planning, it is not appropriate
for faster, more privacy-sensitive, user-specific decisions.

Centralized processing increases communication traffic, reveals detailed load traces, and
may result in delays in reacting to local changes. Forecasting, anomaly detection, NILM, and
demand-side management applications benefit from smart-meter analytics, and edge
computing places inference near data sources. These areas converge to create a motivation for
edge-intelligent smart metering. This is relevant in the context of the increased need for
flexibility in the home to facilitate the incorporation of renewables and decarbonization.
Household load traces can show household occupancy, appliances used, daily activities, and
lifestyle, all of which could pose privacy concerns if known. At the same time, embedded
processors, small-scale neural networks, and federated learning make it increasingly possible
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to perform analytics on meters, gateways, or local home energy management system
(HEMS) controllers.

The reviewed literature mostly considers smart-meter analytics [1] and HEMS [2] as
separate topics; the same applies to edge intelligence [3]-[6] and NILM [7]-[9]. Other NILM
approaches rely on cloud training or high-frequency data, which cannot be guaranteed in a
typical advanced metering infrastructure (AMI) deployment. Hence, a meter-centric synthesis
is required to determine how local intelligence can be hosted, coordinated, and secured for
use in home energy management. This review provides a comprehensive overview of low-
voltage smart meters, including local gateways and meter-attached controllers for energy-data
processing inside customer premises in residential and small-commercial applications. It
considers load forecasting, disaggregation of background appliances, anomaly detection,
privacy-preserving learning, local demand response, and user recommendations. It does not
cover wide-area transmission protection, substation automation, wholesale-market
optimization, or cloud-only smart-grid analytics.

The primary issue is not which algorithm is the most accurate, but which methods can be
effectively implemented in applications with memory, latency, communication, privacy,
cybersecurity, and user-acceptance constraints. The literature is therefore structured by
technical function, deployment layer, learning mode, and evidence maturity rather than
chronologically. The taxonomy includes meter hardware, communication evolution, cloud-
edge analytics, NILM and appliance inference, personal load forecasting, federated learning,
local HEMS and demand response, as well as cybersecurity. The proposed architecture is
illustrated in Fig. 1, technical classes are summarized in Table 1, and the practical evaluation
criteria are listed in Table 2. This architecture is a step toward the shift from metering and
data collection to embedded learning, privacy, and local control.

One of the major challenges is privacy-aware continual personalization under embedded
constraints. Homes constantly change through the introduction of new and replacement
appliances, new residents, new EVs, and updated tariff regulations. Static cloud models may
become outdated, and drift may occur with local adaptation, along with risks of cyberattacks,
fairness problems, and a lack of local control. Smart meters of the future will thus need
explainable, secure, and personalized intelligence, reducing the need to export raw sensitive
traces. The review provides a new meter-centric system boundary, a taxonomy from the
deployment perspective, a practical readiness comparison, and research directions for edge-
intelligent smart meters.

I1. Survey Boundary and Novel Challenge

Edge-intelligent smart metering is located at the customer-premise edge between household
resources and the utility platform. This boundary includes smart meters, AMI, local energy
gateways, HEMS controllers, rooftop PV inverters, batteries, EV chargers, and interfaces with
utility services. The functional scope involves personal load forecasting, appliance forecasting
and inference, billing-related feedback, local demand response, and user-specific scheduling.
These data sources include active energy, reactive energy, voltage, current, time/date stamps,
event logs, tariff signals, and, if locally available, proxy weather or occupancy data.

Topics that are not included are transmission-grid state estimation, phasor measurement
unit analytics, wide-area protection, wholesale-market clearing, and general cloud-only
deployments of smart-grid artificial intelligence that are not directly applicable to meter- or
home-side deployments. The boundary highlights that decisions must be made under
constraints involving privacy, low latency, local adaptation, and limited embedded resources,
without further centralized data aggregation. This topic brings together smart-meter analytics,
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edge computing, NILM, federated learning, and household energy optimization, for which
evidence is found in various research areas. The major challenge is how to ensure that smart
meters continuously learn from new households without sacrificing privacy while dealing
with embedded-computing constraints or risking unsafe operation. This challenge is called
privacy-aware continual personalization under embedded constraints.

I1I. Meter-Side Intelligence Architecture and Mathematical View

A practical architecture places computation according to latency, privacy, and resource
needs. Heavyweight model aggregation and fleet-level benchmarking can continue using the
utility’s cloud resources, with fast, privacy-sensitive inference taking place on the meter or
gateway. Functionality, comfort aspects, and user-facing appliance settings should not be
obscured and should not be irreversible. As depicted in Fig. 1, the architecture has four key
layers: household flexible resources, the AMI smart meter, the edge gateway, and the utility
cloud/distribution system operator (DSO). Supporting functions are on-device intelligence,
federated/privacy-preserving learning, and local system services. For household i at time t, the
meter observation vector is defined in (1).

xi(t) = [Pi(t), Qi(t), Vi(t), Li(t), 1(t), m(t)] (1)

In (1), i denotes the household index and t denotes the time index; Pi and Q; are the active
and reactive power, V; is the voltage, [; is the current, t(t) is the time context, and 7(t) is the
local tariff or control signal. As summarized in (2), a local edge model maps recent
observations to next-step demand, appliance states, or the anomaly score.

Vi(tth) = f0i(xi(t-L:t), z) (2)

In (2), Ji(tth) is the predicted output at forecast horizon h, f0; is the local model
parameterized by 6;, L is the look-back window, and z; is the local context vector. When
available, the local context includes contracted power, appliance metadata, and user
preferences. The local controller can manage energy cost, comfort, peak demand, and privacy
risk through the objective in (3) for personal energy management.
min, ZeT [w(t)Pi(t) + AcCi(t) + A, max(0, Pi(t) - Piim) + ARi(t)] 3)

In (3), ui denotes the control action, Ci(t) is a comfort deviation, Pi'™ is the local peak limit,
and R(t) is a privacy or risk penalty. T is the optimization horizon, and Ac, Ap, and Ar are
weighting coefficients for the comfort, peak-limit, and privacy/risk terms, respectively. If
several households upload a copy of the same model without access to raw traces, federated
averaging of the model updates gives the global model specified in (4).

O = XN [Ili / Zj:1N l’lj] 0k (4)

In (4), 6! is the updated global model at aggregation round k+1, 6; is the local model
from household i at round k, n; is the number of local samples at household i, and N is the
number of participating households. Equations (1)—(4) connect the survey architecture
mathematically: meter measurements are used to create local features from which edge
models are estimated to provide useful states; a controller is used to make household
decisions; and federated aggregation of the edge models can be used to enhance shared
models without centralizing raw meter data.
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Figure 1. Architecture of privacy-aware edge intelligence for smart-meter energy management.
IV. Classification of Existing Approaches
The literature is organized into seven connected classes that trace the progression from

metering hardware and communication to embedded learning, privacy, and user control.
Table 1 summarizes each class, its main purpose, representative references, and deployment

readiness.

Table 1. Taxonomy of edge-intelligent smart meter research
A. Meter Hardware and Communication Evolution

R tati
Class Main idea epresentative Implementation readiness
references
Low-cost ters, i . e
OWmeos . 'me ers sensing High, because utilities already
Meter hardware and channels, billing accuracy, event
. .. [17, [10] deploy AMI, but firmware
AMI evolution logs, and communication .
. openness varies.
interfaces.
Cloud-edge  smart- Partitioning inference between Medium to .high; .gateway
. meter, gateway, and cloud; [31-15] deployment is easier than
meter analytics . .
latency-aware processing. replacing meters.
Appliance disaggregation, event Medium; aceutacy is
NILM and appliance PP . £Ee8 S promising, but low-rate meter
. detection, EV charging [71H97, [11]-[13] .. .
inference ... data limits appliance
recognition, and usage feedback. .
separation.
Short-term household Medium; model drift and
Personal load . . L .
forecastin forecasting, personalized models, [14]1-18] household diversity remain
g heterogeneity-aware learning. major issues.
Federated and Local training, secure Medium; attractive for

privacy-preserving
learning

HEMS and
demand response

Local

Cybersecurity — and
trust

aggregation, split learning, and
privacy-preserving forecasting.
Appliance scheduling, storage
control, tariff response, comfort-
aware optimization.

Meter data integrity, intrusion
detection, firmware protection,
and user consent.

[16], [19]-{23]

(2], [24]-[25]

[26]-[28]

privacy, but communication
and robustness need testing.
High for rule-based control;
medium  for  autonomous
learning-based control.

Medium; security is widely

recognized but rarely
integrated with energy
objectives.

Early work on smart meters focused on measurement accuracy, communication reliability,

and AMI deployment. Today’s meter is capable of measuring electrical state variables and

events across a wide range of sampling rates, depending on deployment. Practical limitations
still include measurement quality, communication limitations, interoperability, and firmware

accessibility. Latency, bandwidth, reliability, and update frequency are affected by power-line
communication (PLC), cellular communication, radio-frequency (RF) mesh, Wi-Fi, and low-

Journal of Intelligent Engineering and Informatics, Volume 1, Issue 1

86



Namachivayam et al: Privacy-Aware Edge Intelligence in Smart Meters for Personal Energy Management

power wide-area networks (LPWANs) [26]-[27]. Edge algorithms therefore need to be
designed for the actual meter population and its installed data rates and communication
capabilities.
B. Cloud-Edge Architectures

Edge computing places inference closer to the data source, which decreases dependence on
central processing [3]. Cloud-edge partitioning for latency- and privacy-sensitive applications
is identified by smart-grid studies [4]-[6]. In smart-meter systems, basic filtering, event
detection, and feature extraction can be performed on the meter, whereas more complex
NILM or forecasting models can be performed on a home gateway. The cloud may also
handle model updates, access performance data across the fleet, and perform fleet-level
services. This is a more realistic partitioning method than placing a large neural network (NN)
on every meter.

C. Edge-Based Non-Intrusive Load Monitoring

With NILM, the same set of aggregate meter measurements is preserved, and software
derives parameters of appliance activity. These have been achieved using spectral clustering
[11], comprehensive methods based on neural networks and data [7], data augmentation [8],
low-sampling-rate NILM [9], EV-charging detection [12], and implementation of low-cost
meters [13]. Many studies, however, are based on high-frequency laboratory data, balanced
appliance classes, or online training. In practice, low-rate traces, noise, and non-stationarity
need to be addressed at the meter side during deployment. Hence, a practical architecture
combines simple event features with a small local model and optional gateway or cloud
retraining.

D. Personal Load Forecasting and Heterogeneity

Forecasting household load is more complicated than forecasting feeder load because
household loads are highly variable. For smart-meter loads, distributed recurrent forecasting
[14] or online adaptive recurrent models [15] can be developed, and personalized federated
learning takes advantage of load patterns without centralizing raw data [16]. Moreover,
heterogeneity- and metadata-assisted forecasting can further improve personalization [17],
[18]. A deployment evaluation should therefore consider not only accuracy but also stability
under appliance changes, occupancy, weather, and tariffs.

E. Federated and Privacy-Preserving Learning

Federated learning has the advantage of keeping raw household load traces local and
transporting only model parameters or model gradients across locations. The possibility of
smart-meter forecasting, privacy-preserving aggregation, personalized federated learning, and
secure learning frameworks has been explored [16], [19]-[23]. However, federated learning
does not eliminate all exposure risks: gradients might accidentally reveal information,
malicious clients might submit poisoned updates, and unreliable communications might
disrupt training. Secure aggregation, anomaly screening, robust client selection, configurable
differential privacy, and rollback capabilities are therefore necessary for practical
deployments.

F. Household Energy Management and Local Decision Making

HEMS translates data and analytics into energy choices for the user. Tariff response,
renewable integration, battery control, appliance scheduling, voltage support, peak shaving,
and demand response are examples of existing work. User acceptance is one of the main
constraints on operation in personal energy management. Recommendations and automated
actions need to be understandable, reversible, and comfort-aware, with clear rules for
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switching automated actions on and off and greater emphasis on comfort rather than only grid
goals.

G. Security, Reliability, and Trust in Intelligent Systems

Edge intelligence expands the attack surface by adding local models, firmware,
communication links, and user interfaces. Common interoperability, privacy, and security
issues are identified as important deployment problems in AMI and Internet of Things (IoT)
smart-grid studies [26]-[28]. Forecast errors primarily affect efficiency, while billing,
comfort, or safety may be affected by malicious control commands. Therefore, trust requires
secure boot, signed model and firmware updates, and tamper detection, together with
encrypted communication, access control, and transparent user consent.
V. Evaluation Criteria

Predictive accuracy alone is insufficient for meter-side intelligence. If a slightly less
accurate model uses less memory and communication, is faster, and makes more stable and/or
explainable decisions, then that model may be preferable. Thus, practical studies should

report the multidimensional criteria summarized in Table 2.
Table 2. Evaluation criteria for practical edge-intelligent smart meters

Criterion Typical measures Why it matters
Forecasting or NILM MAE, RMSE, Fl-score, event recall, Required but not sufficient for
accuracy appliance-level precision. deployment.
Processor type, random-access memory .
o . Essential f ter- and gat -cl
Embedded feasibility (RAM), flash, inference latency, ssentlal for meler- and galeway-class

o deployment.
quantization, energy use.

L Bytes per round, reporting interval, failed Important for AMI bandwidth and
Communication cost .
packets, network dependency. federated learning.
Raw data exposure, secure aggregation,
attack testing, differential privacy budget.

Performance before and after appliance

Privacy and security Often claimed, but not always measured.

Adaptation and drift . . Central to continual personalization.
P change, occupancy shift, or tariff change. P
. Cost savings, peak reduction, comfort Needed for individual ener,
User and control quality s & p L &y
violations, override rate, explainability. management.

There must be at least three tiers of reporting: algorithm performance, embedded resource
use, and household impact. Forecasting studies should report root mean square error (RMSE)
and mean absolute error (MAE), along with inference latency, memory consumed by the
meter-class or gateway processor, and tariff benefit. The success of NILM should be
expressed in terms of F1-score, precision, and recall and validated at realistic 5- or 15-minute
AMI intervals, if applicable. Measurements of accuracy, communication rounds and payload,
privacy assumptions, client heterogeneity, and robustness to abnormal or malicious clients
should be reported in federated-learning studies.

VI. Detailed Synthesis of Deployment Pathways

The review of the literature indicates the following three main deployment pathways. The
first, “meter-plus-gateway intelligence,” leaves certified sensing, billing, and basic feedback
functions on the meter, with a separate gateway handling forecasting, NILM, model updates,
and user-facing analytics. This pathway is ideal for near-term deployment because it avoids
replacing meter processors and allows flexible software upgrades for meter systems
comprising routers, energy hubs, or inverter gateways in homes. Its biggest challenges are
gateway ownership, interoperability, patch management, and responsibility for cybersecurity.
The second is embedded-meter inference, in which small models are used to detect anomalies,
extract events, or coarsely classify load. This enables low latency, low communication cost,
and high local data retention, with deployment challenges due to processor, memory,
firmware-safety, and certification constraints. Embedded learning functions must be
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deterministic, secure, auditable, and fail-safe because billing meters are regulated
infrastructure.

Thus, during early deployment, low-risk advisory activities will be more important than
hands-on control of appliances. The third pathway is federated community learning, in which
local models are trained or fine-tuned and their protected updates are sent to a utility or
aggregator. This can support personalization in heterogeneous households without centralized
collection of raw traces, but it requires secure aggregation, client selection, poisoning
detection, update compression, privacy accounting, and communication management.
Without these safeguards, however, federated learning can leak information about raw-data
components, such as through gradients or model behavior. The three pathways can coexist
and become integrated in a practical system. The meter handles measurements and
lightweight features, while heavier model-learning and user-facing control functions are on
the gateway, and the cloud handles model versioning, privacy-preserving aggregation, fleet-
level benchmarking, and rollback. This multilevel separation also enhances fault tolerance so
that local recommendations can continue during cloud outages and certified metering and
basic monitoring can continue without gateway availability.

The maturity level of evidence is uneven. Numerous forecasting studies exhibit high
accuracy but do not measure meter latency or memory. Many investigations use sampling
rates higher than those of a typical AMI deployment. Federated-learning research tends to
neglect communication payload, adversarial clients, and gradient leakage, and HEMS
research usually considers controllable appliances and ideal user behavior. Future research
should include the complete deployment chain: the dataset and sampling rate, handling of
missing data, model size, processor and memory utilization, inference latency,
communication overhead, privacy threat model, robustness, and household-level benefit. Both
implementation readiness and criteria such as accuracy or cost savings are scientifically
important. The practical deployment pathways are summarized in Table 3.

Table 3. Practical deployment pathways for edge-intelligent smart meters

Pathway Architecture Best use Main barrier
Near-term deployment, Gateway ownership,

Gateway hosts learning; meter

Meter-plus-gatewa . flexible updates, user  securi atching,
Plusg Y keeps certified measurement. P . v - P ¢
dashboard. interoperability.
Embedded  meter Compact model runs inside Low latency, low bandwidth, Certification, memory
inference the meter firmware. strong privacy. limits, firmware safety.
. L . Gradient leakage,
Federated Many homes train locally and  Personalization without raw- .. . g
. . . poisoning, communication
community learning  share protected updates. data pooling.
rounds.
Cloud-assisted Cloud manages model registry  Fleet-wide quality control Must avoid raw-trace
benchmarking and aggregate evaluation. and model rollback. centralization.

VII. Critical Analysis

Implementation realism is compared for the major method families in Table 4. Currently,
rule-based HEMS and lightweight local forecasting are among the most deployable
approaches because they can operate on existing gateways with limited training data and are
relatively easy to explain and certify. These approaches can be applied to main load types
such as heating, cooling, cooking, and EV charging; detecting events and distinguishing them
from one another is also possible but is challenging for other load categories, such as small
appliances, when using low-rate meter data. Federated forecasting has potential for privacy
and personalization and applies more generally at the gateway than in the meter because
privacy-preserving training requires additional memory, communication, and update
management.
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Secure federated NILM is relatively undeveloped because of the lack of appliance labels,
the strong non-IID nature of household data (where IID denotes independent and identically
distributed), and the risk of privacy leakage or poisoning. Many of these studies are
simulation-based and fail to accurately include aspects of comfort constraints, cyber risk, and
failure handling, making deep reinforcement learning for autonomous household control the
least deployment-ready family. Learning-based control components should be limited in real
deployments through rules, safety filters, or user approval as necessary. A hybrid architecture,
with lightweight feature extraction at the meter, adaptive learning at the gateway, privacy-
preserving aggregation across households, and transparent user control, is therefore the

strongest design concept for the near term.
Table 4. Implementation realism of major edge-intelligent smart-meter methods

Method family Typical use Realism level Main assessment

Rule-based HEMS Sched.uhpg, tariff response, Realistic now Slmpl.e, explainable, but less
peak limits. adaptive.
Long short-term  memory

Lightweight
forecasting

NILM at edge

Federated
forecasting

Secure  federated

NILM

Deep reinforcement
learning control

(LSTM)/gated recurrent unit
(GRU), temporal
convolutional neural network
(CNN), online learning

Event detection, compact
CNN/recurrent neural network
(RNN), clustering

Federated Averaging
(FedAvg), clustered federated
learning (FL), personalized FL
FL with secure aggregation or
privacy noise

Autonomous  appliance  or

battery scheduling

Realistic at gateway;
possible in meters after
compression

Partly realistic

Near-term realistic at

gateway
Mostly experimental

Mostly simulation-

based

Useful for tariffs and peak
control; drift handling needed.

Good for major loads; weak for
low-rate small-appliance
separation.

Privacy-friendly, but
communication and poisoning
risks remain.

Label
leakage must be solved.
Needs  safety
comfort guarantees, and user

scarcity and gradient

constraints,

override.

VIIIL. Open Challenges and Future Directions

Personalization is an ongoing challenge, particularly without sacrificing privacy.
Household models need to be flexible enough to accommodate appliance replacement,
occupancy changes, new EVs, and tariff changes without exporting raw traces. This involves
the ability to detect drift, selectively update the local part of the system, secure the federation,
and provide compact adaptation mechanisms. Benchmark realism is also important: many
publicly released datasets are labeled, appliance-dense, and high-frequency, whereas AMI
data are low-rate, noisy, unlabeled, and incomplete. Meter-class processor constraints, limited
memory, packet loss, cyberattacks, and user-override behavior should all be considered in
future evaluations.

Security and control should be considered together, as a failure of learning-based control or
logic can affect billing, comfort, and safety. Explainability must also be considered in the
context of the user: recommendations such as rescheduling EV charging must convey
expected costs, comfort impacts, and emissions in terms comprehensible to the household.
Table 5 provides an overview of the main research gaps, research directions, and evaluation
metrics. Future work should move from offline accuracy comparisons to meter-gateway

prototypes that demonstrate reproducible household benefits under real AMI constraints.
Table 5. Open research gaps and actionable future directions

Gap Why it remains open Recommended direction Suggested metric
Model le wh A fi fi

Continual od.e s become stale when Local drift detection and ccuracy  before/after
appliances or occupancy change; update cost;

personalization selective federated update.

change. privacy leakage.
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Gap

Why it remains open

Recommended direction

Suggested metric

Low-rate NILM

Secure learning
User-centered
control

Embedded
benchmarking

Many smart meters provide
minute-level or  longer
intervals.

Federated gradients and
firmware updates can be
attacked.

Automated control  may
reduce comfort or trust.
Many papers omit processor,
memory, and communication
limits.

Coarse appliance classes and
event-enhanced compact
models.

Secure aggregation, signed

updates, anomaly screening.

Explainable recommendations
and easy override.

Open meter-gateway testbeds
and  model compression
reports.

Class-level F1-score

under real AMI intervals.

Attack  success rate;
recovery time; billing
integrity.

Cost savings; comfort

violations; override rate.

Latency, RAM, flash,
bytes per learning round.

IX. Conclusion

Edge-intelligent smart meters can be seen as nodes for local sensing, inference, and
coordination for personal energy management. The reviewed evidence suggests a three-tiered
meter-gateway-cloud design in which meters are responsible for trusted sensing and deployed
low-level inference, gateways are used for adaptive forecasting, NILM, and user interactions
with the system, and privacy-preserving aggregation and fleet management are performed by
cloud- or utility-side platforms. The most plausible near-term deployment includes rule-
guided HEMS, lightweight forecasting models, coarse NILM, and federated learning on the
gateway. Secure NILM and fully autonomous learning-based control are less developed under
real AMI constraints. The main research focus is continual personalization, evaluated in terms
of privacy, accuracy, embedded resource use, communication cost, cybersecurity,
adaptability, explainability, and user impact.
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